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BLOOMBASE

Entrust KeyControl has been validated by Bloombase InteropLab to run with Bloombase StoreSafe Intelligent Storage Firewall. This document
describes the steps carried out to integrate Entrust KeyControl with Bloombase StoreSafe software appliance on VMware ESXi to deliver high
bandwidth transparent storage encryption for mission critical applications. Client host system Microsoft Windows 11 has been tested with
Entrust KeyControl and Bloombase StoreSafe data-at-rest encryption solution to secure Microsoft Storage Server 2022 storage backend.

Executive Summary



Bloombase Interoperability Program P2 © 2021 Bloombase, Inc.
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Bloombase, Inc. may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in
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the document nor any such information may be released without the written consent of Bloombase, Inc.

© 2021 Bloombase, Inc.

Bloombase, Keyparc, Spitfire, StoreSafe are either registered trademarks or trademarks of Bloombase in the United States and/or other countries.

Entrust KeyControl is trademark of Entrust Corporation or its affiliated companies.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.

Document No.: BLBS-TN - Bloombase StoreSafe Entrust KeyControl Integration Guide - USLET-EN-R0.99



Bloombase Interoperability Program  P3 © 2021 Bloombase, Inc.

Table of Contents



Bloombase Interoperability Program Py

Table of Contents

Purpose and Scope

Assumptions

Infrastructure
Setup

Key Management
Storage Encryption
Storage System
Application Client

Configuration Overview

Entrust KeyControl
Entrust KeyControl Configurations
Entrust KeyControl Client Enrollment
Microsoft Storage Server on Microsoft Windows Server 2022
SMB Services Configuration
NFS Services Configuration
iSCSI Services Configuration
Bloombase StoreSafe Intelligent Storage Firewall
Entrust KeyControl and Bloombase StoreSafe Integration
Encryption Key Provisioning
Data-at-Rest Encryption for SMB
Data-at-Rest Encryption for NFS
Data-at-Rest Encryption for iSCSI

Use Cases

Data-at-Rest Encryption for SMB
Data-at-Rest Encryption for NFS
Data-at-Rest Encryption for iSCSI

Conclusion

Disclaimer

Acknowledgement

Reference

© 2021 Bloombase, Inc.

O 0 OV O N N

10
10
10
12
15
16
18
20

20
21
23
25
29
33

38
38

41
46

53

55

56

57



Bloombase Interoperability Program  Pg © 2021 Bloombase, Inc.

Purpose and Scope

This document describes the steps necessary to integrate Entrust KeyControl with Bloombase StoreSafe to deliver agentless,
transparent encryption security of traditional storage systems and next-generation storage services for mission-critical
applications. Specifically, we cover the following topics:

® Install and configure Bloombase StoreSafe software appliance
® Integrate Bloombase StoreSafe with Entrust KeyControl

® Integrate application components Microsoft Windows 11 client host system and Microsoft Storage Server 2022 with
Bloombase StoreSafe and Entrust KeyControl to demonstrate how high-bandwidth, agentless, application-transparent
data encryption could be achieved for multiple network storage protocols namely SMB, NFS and iSCSI
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Assumptions

This document describes the integration of Entrust KeyControl with Bloombase StoreSafe. It is assumed that you are familiar
with operation of Entrust KeyControl, storage systems, and major operating systems including Linux, Microsoft Windows, IBM
AIX, HP-UX and Oracle Sun Solaris. It is also assumed that you possess basic UNIX administration skills. The examples provided
may require modifications before they are run under your version of operating system.

As Entrust KeyControl is third party option to Bloombase StoreSafe data at-rest encryption security solution, you are
recommended to refer to installation and configuration guides of specific model of Entrust KeyControl for your actual use cases.
We assume you have basic knowledge of storage networking and information cryptography. For specific technical product
information of Bloombase StoreSafe, please refer to our website at https://www.bloombase.com and Bloombase SupPortal
https://supportal.bloombase.com.
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Infrastructure

Setup

The integration discussed in this guide is based on the system block diagram below:
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Write and Encrypt

Microsoft Windows 11

\\bloombase\smb01 Clear
bloombase:/nfs01

ign.2012-07.com.bloombase:iscsiOl ﬂ-

NFS, SMB, CIFS, iSCSI, FCP, NVMe-oF,
WebDav, HTTP, REST, S3, etc

KMIP

Bloombase StoreSafe

NFS, SMB, CIFS, iSCSI, FCP, NVMe-oF,
WebDav, HTTP, REST, S3, etc

\\storage01\smb01
storage01:/nfs01
iqn.1991-05.com.microsoft:iscsi0l

Em Windows Server

Microsoft Storage Server on
Microsoft Windows Server 2022

© 2021 Bloombase, Inc.

-
Entrust KeyControl

Read and Unencrypt



Bloombase Interoperability Program P9 © 2021 Bloombase, Inc.

Key Management

Key Manager Entrust KeyControl 5.4 (b540001603)

Storage Encryption

Storage Encryption Bloombase StoreSafe Intelligent Storage Firewall Software Appliance v3.4.8.4-EA2
Server VMware Virtual Machine (VM) on VMware ESXi 6.0

Processor 4 x Virtual CPU (vCPU)

Memory 8GB

Storage System

Storage System | Microsoft Storage Server on Microsoft Windows Server 2022 on VMware ESXi 6.0

Application Client

| Client Host | Microsoft Windows 11 on VMware ESXi 6.0
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Configuration Overview

Entrust KeyControl

Entrust KeyControl is a VMware-certified, scalable, and feature rich KMIP server. KeyControl manages the encryption keys for all
of your virtual machines and encrypted data stores and can scale to support thousands of encrypted workloads in large
deployments.

The KeyControl provides central management and secure storage of encryption keys, including those generated by Bloombase
StoreSafe products, and KMIP-compliant cloud vendors. It provides intuitive web-based console, and APIs for managing of
encryption keys.

The KMIP services provided by Entrust KeyControl are used by Bloombase StoreSafe for encryption protection of data-at-rest use
cases.

Entrust KeyControl Configurations

Assume Entrust KeyControl is installed and configured as a network attached appliance with IP address

192.168.23.249
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Entrust KeyControl can be managed remotely via web-based management console at URL

https://192.168.23.249

©

ENTRUST
KeyControl

Sign in to your account

User Name

Password

Once logged in, the dashboard of the Entrust KeyControl is shown.

© 2021 Bloombase, Inc.
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g PO D PO &
(Q enTRUST ‘ KeyControl @l D& St - ) ROOT &~

DASHBOARD | SECURITY CLUSTER CLOUD VAULT AUDIT LOG ALERTS < SETTINGS

Actions ~ KeyControl Managed Users t t Multi-Select: 0| Refresh 2
Name v | Login Name v | Status v | Authenticati.» | Last Login v | Two-Factor Autv. | Security. | Domai.~ | Cloud =
Security Adminis secroot Enabled Local Wed Jul 28 2021 21:37:35 G v v v

Please make a selection to see details.

Entrust KeyControl Client Enrollment

To authenticate the communication between Entrust KeyControl and Bloombase StoreSafe, signed certificates need to be created
and stored in the Entrust KeyControl and the Bloombase StoreSafe. In the Entrust KeyControl, this can be configured as follows.

Enable the KMIP feature, with the network port and any other configuration.

Provision the authorized client which key management services are to be delivered, in this case, the Bloombase StoreSafe server
instance namely storesafe-cert by navigating to KMIP » Client Certificates » Actions » Create Certificate » Upload CSR
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4

[ L1
(Q EnTRUST ‘ KeyContrél [+

DASHBOARD  SECURITY CLUSTER CLOouUD VALLT AUDIT LOG

Basic Client Certificates Objects Multi-Select: O | Refresh

Create Certificate

~ | Valid From v | Expiration v | Expires In (days) v =
Delete All Certificates

storesafe-cert Thu Jul 29 2021 02:58:16 GMT-0700 (Pacific Fri Jul 29 2022 02:58:16 GMT-0700 (Pacific 359

Please make a selection to see details.

You may upload a CSR created by Bloombase StoreSafe, or create your own.

Create a New Client Certificate

Certificate Name

storesafe-cert

Certificate Expiration

07/15/2022

Certificate Signing Request (CSR) | Load File

CSR needs to be in base64 encoded PKCS#10

Certificate Password

Certificate Password

Confirm Password

Confirm Password

Cancel
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KMIP client certificate is generated and imported to KeyControl host configuration. Download the Certificate to upload to
Bloombase StoreSafe client configuration.

q

(QeEnTRUST ‘ KeyControt [v] =3 — @ - L5 QROOT.I'

DASHBOARD SECURITY  CLUSTER CLOUD VAULT AUDIT LOG ALERTS SETTINGS
Actions ~

Create Certificate

Delete Certificate
Delete All Certificates

Download Certificate

Certificate Name storesafe-cert
Certificate Password: Change
Certificate Expiration: 07/29/2022
Certificate Expires In: 359 Days
Certificate Generated From External CSR True

Also, download the Entrust KeyControl CA certificate which will be needed for the Bloombase StoreSafe
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|@ ENTRUST ‘ KeyContrSED) EI O & @ (1 D Lhcroor -

DASHEOARD  SECURITY Cl CLOUD WALLT AUDIT LOG ALERTS SETTINGE

Actions ~ Secrets Vault Refresh ©

Download KeyControl CA Certificate @

~ | Admin ~ | Admin Email A —

Create a Secrets Vault

Please make a selection to see details.

Microsoft Storage Server on Microsoft Windows Server
2022

Microsoft Storage Server on Microsoft Windows Server 2022 running on VMware ESXi is used in this interoperability test which is
able to provide storage services over network storage protocols including NVMe-oF, FCP, iSCSI, NFS, SMB, CIFS, REST, etc.

Microsoft Windows Server 2022 is deployed as a virtual appliance (VA) on VMware ESXi.
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SMB Services Configuration

T Server Manager
(=) Manage  Tools

@ ¥  Server Manager * File and Storage Services * Shares
VOLUME

SHARES
Servers BN 21 shares | 2 total smbD1 on WINSER175
i Volumes i~ o (C)
Disks - Capacity: 99.4 GB
m Storage Pools Share Local Path Protecol  Availability Type

18% Used M 17.9 GB Used Space

iSCsl smb01 SME  Not Clustered

NFS  NotClustered

Work Folders nfs01 CA\Shares\nfs01

Go to Volumes Overview >

QUOTA
smb01 on WINSER173

To use quotas, File Server Resource Manager must be installed.

To install File Server Resource Manager, start the Add Roles and Features Wizard,
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smbl1 Properties

smb071

Show Al
Permissions +
Sefttings

General

Server Mame:

Share name:

Share description:

Folder path:
Protocol:

Availability type:

WINSER17S
=mb01

CAShares\smb01
SMEB

Mot Clustered

OK

| | Cancel

Apply

Microsoft Windows Server 2022 File Management is configured to provide the SMB share backend storage to client system

users.
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NFS Services Configuration

F Server Manager

Manage  Tools  View

Server Manager * File and Storage Services * Shares

SHARES VOLUME

Servers A ) shares | 2 total smb01 on WINSERTTS
[ | Volumes e o © (@)
Disks Capacity: 98468
Storage Pools Share Local Path Protocol  Availability Type
i 18% Used M 17.9 GE Used Space

81.5 GB Free Space

4 WINSER175 (2)
iSCSI smb01 CAShares\smb|

Work Folders nfs01 CAShares\nfs01 NFS Mot Clustered

Go to Volumes Overview >

QUOTA
smb01 on WINSER175

To use quotas, File Server Resource Manager must be installed.

To install File Server Resource Manager, start the Add Roles and Features Wizard.
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KT nfs01 Properties

nfsO1

Show Al
Genera
Authentication +
Share Permissions  + Server Name:
MTFS Permissions  + Share name:
Folder path:

Remaote path:
Protocol:

Availability type:

WINSER173

nfs01
CASharesinfs01
WINSER175:/nfs01
NFS

Mot Clustered

OK | | Cancel

Apply

NFS storage service is provisioned on Microsoft Windows Server 2022 to be used in this integration testing.
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iSCSI Services Configuration

f Server Manager

Server Manager * File and Storage Services * iSCSI @ g Manage Tools  View
[ Servers
[ Volumes
[0 Disks
m Storage Pools
Shares
Work Folders

Last refreshed on 7/22/2021 2:40:32 AM

iSCSI TARGETS

CNISCSIVirtual Disks\iSCSI-disk01.vhdx on WINSER175 TASKS =

Filter el B> @A~ v

Name Server Name  Target IQN TargetStatus  Initiator ID

ign.1991-05.com.microsoftiscsi01 WINSER175  ign.1991-05.com.microsoftisesi0l Not Connected  IQN:ign.2012-07.com.bloombase, IQN:ign.2012-07.com bloombas|

iSCSI storage service is also provisioned on Microsoft Windows Server 2022 to be used in this integration testing.

Bloombase StoreSafe Intelligent Storage Firewall

Bloombase StoreSafe delivers unified data at-rest encryption security of files, block devices, objects, sequential storages, etc. In
this interoperability test, both file-based and block-based encryption security services are validated against Bloombase
StoreSafe with keys managed at Entrust KeyControl.

Bloombase StoreSafe Intelligent Storage Firewall software appliance is deployed as a virtual appliance (VA).
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& Main 4= Logout

P21

@ Suppori M About 2 Help

B Bloombase StoreSafe Security Server

Greeting

Host Name: bloombase01
User: admin

Datetime: 2021-08-03
01:19:10 -0700

Menu Bar

System

Operation

High Availability
Administration

Key Management
StoreSafe Configurations

Storage

Language

English v

Copyright © 2021
Bloombase

Main

System Information

Product Name Bloombase StoreSafe Security Server

Host Name bloombase01 / bloombase01
v Host Addresses 1 ens192 feB80:0:0:0:250:56ff:feaf
v CN=SPFSSF2666
Licensee 0O=Bloombase, Inc.
v C=Us
v Validity
v -
Server Information
v
Processors 2
v

Memory Utilization 2%

Max Memory 4,294,967,296
Disk Space Utilization 18%

Used Disk Space 2,652,971,008

Application Status
(OYOL*

2021-07-29 00:54:14 -0700

Application Status

Last Shutdown Time
Last Standby Time

Last Startup Time 2021-07-29 01:00:57 -0700

Total Memory
Free Memory
Total Disk Space

Free Disk Space

Version

System Up Since

:3b55, 192.168.23.87

Serial Number

Perpetuality

536,870,912
421,181,440
14,371,782,656
11,718,811,648

Entrust KeyControl and Bloombase StoreSafe Integration

© 2021 Bloombase, Inc.

3.4.8.4-EA2
2021-07-29 00:54:08 -0700

9830

Bloombase supports Entrust KeyControl out of the box due to the fact that both products support OASIS Key Management

Interoperability Protocol (KMIP).

To enable the built-in Bloombase KeyCastle to utilize keys managed in the network attached Entrust KeyControl, the KMIP service
configuration at Bloombase web management console has to be set up. This is done by clicking “OASIS KMIP Key Manager”
under “Key Management”.

List KMIP Key Manager

List KMIP Key Manager
-fﬂ

Name Model Host Address

Add
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Input a name for the Entrust KeyControl, and select Model as Entrust KeyControl. Input also the host address and port to
access the Entrust KeyControl, and import the signed X.509 key pair as “Client Keystore”, the certificate of the local root CA on
Entrust KeyControl as “Trust Certificate”.

Client Keystore

CN=storesafe
O=Bloombase
Subject Name L=Redwood City
ST=CA
C=United States

Serial Number 00f9e7e683
CN=HyTrust KeyControl Certificate Authority

Issuer Name O=HyTrust Inc.
C=Us
Certificate Q

Valid Start Date  2021-07-29
Valid End Date 2022-07-29

Create Certificate Request

Client Key/ Certificate | Choose File | No file chosen

Pin Upload

Trust Certificate

CN=HyTrust KeyControl Certificate Authority
Subject Name O=HyTrust Inc.
C=US

Serial Number 60e7e67¢e

CN=HyTrust KeyControl Certificate Authority
Issuer Name O=HyTrust Inc,
C=US

Valid Start Date 2011-05-31
Valid End Date 2049-12-31

Trust Certificate File Choose File ' No file chosen Upload

X.509 key pair CN=storesafe is generated and signed by the root CA in the Entrust KeyControl, and assigned as the client
authentication key pair for Bloombase StoreSafe.
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Modify KMIP Key Manager

Modify KMIP Key Manager

Name keycontrol

Model Entrust KeyControl v
Sredi 192.168.23.249

Addresses

Port 5696

Timeout 30000 ms
Retry 1

Count

Y. 3000 ms
Wait Time

Username

Password

Test

Results :

192.168.23.249 : Success Vendor ID : cryptsoft.com

Test Submit Refresh Delete Cancel

Click ‘Submit’ to commit the configuration. If the certificates are setup properly, “test results” of the KMIP Key Manager would
return “Success”.

Encryption Key Provisioning

To generate key in attached Entrust KeyControl, select Key Source Type as
OASIS KMIP Key Manager
and the assigned Key Manager label, in this case
keycontrol

Select “Add Key” and “generate” to create a new key on the HSM.
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Modify Key Wrapper

Key Wrapper Permissions

Modify Key Wrapper

Name keycontrol-key01

Key Source OASIS KMIP Key Manager
Type Symmetnc

Active

KMIP Key Manager keycontrol

KMIP UUID

KMIP Key Name

KMIP Key State

Key Bit Length 256 v
Owner admin

Last Update Datetime

Generate

Submit Close

Or if key already exists, simply choose from the dropdown box.

Modify Key Wrapper
Key Wrapper Permissions

Modify Key Wrapper

Key Source OASIS KMIP Key Manager WV
Key Manager keycontrol v
Object keycontrol-key01 [29b3e7ae-4e58-4d32-be6d-c2084affb78e] v

Select Key Add Key

Close
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© 2021 Bloombase, Inc.

Ensure you import a key from the key manager before you submit the key wrapper.

Find Key Wrapper

Find Key Wrapper

Name Type Symmetric v Active Active v CA v
v More Options
Find Reset Add
1-10of1 g §
Key - - Last
s - Effective Expiry
E] Name Type Source Active Status CA  Subject DN Issuer DN Datohne Datotinie Upda_te
Type Datetime
-07-
keycontrol- SQ?;S UUID=29b3e7ae- §321 ’
1 Symmetric v 4e58-4d32-be6d- KMIP=keycontrol e
key01 Key 2084affh78e 05:16:33
Manager -0700
1-10f 1 g §

The new key can be found on the KeyControl management console.

KMIP Attrs

UuID:

Description:
CryptographicUsageMask:
ActivationDate
KeyFormatType
CryptographicAlgorithm

CryptographicLength

Data-at-Rest Encryption for SMB

Physical storage namely

29b3e7ae-4e58-4d32-be6d-c2084affb78e

Not Set

UnwrapKey WrapKey
07/12/2021 8:06:02 PM
Raw

AES

256

smb01

is configured to be secured by Bloombase StoreSafe using encryption.
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Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

Name smb01
Descrniption
V]
Physical Storage Type Remote v
Type Common Internet File System (CIFS) v
Host storage01
Share Name smb01
Read Size 65536 bytes
Write Size 65536 bytes
Mount Hard J
User user01
Password
Options
Virtual Storage smb01
Owner admin

Last Update Datetime 2021-07-22 08:32:00 -0700

Submit Delete Close

Virtual storage namely

smb01
of type

File
is created to virtualize physical storage

smb01

for application transparent encryption protection over network file protocols including CIFS.

© 2021 Bloombase, Inc.
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Modify Virtual Storage

Virtual Storage Protection Access Control Permissions

Modify Virtual Storage

Name smb01
Status
Description
Vs
Active
Mode File
Protocol SMB
Owner admin

Last Update Datetime 2021-07-22 04:33:45 -0700

Settings

Offline Setting Disabled W

Physical Storage

Storage smb01 p?g

Descniption

Physical Storage Type Remote

Type cifs
Host storage01
Share smb01

Submit Delete Status Close

Protection type is specified as
Privacy

and secure the Microsoft Storage Server storage backend using

AES 256-bit

encryption and encryption key
keycontrol-key01l

managed at Entrust KeyControl.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type Privacy v
Encryption Keys

E] Key Name Last Update Datetime
2 (] keycontrol-key01 2021-07-22 04:33:45 -0700

Add Remove

Header

Protected

Cryptographic Cipher
Cipher Algonthm AES W
Bit Length 256 v

CTR Mode

Submit Close

SMB/CIFS storage protocol relies mainly on user-password authentication for access control. In this test, the Bloombase
StoreSafe secure storage resource

smb01

is provisioned for user
user0l

with Microsoft Active Directory integration for user-password authentication and single sign-on.
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions

User Access Control

Warning: Deny access will override allow access

Everybody [(Jread [Jwnte
O Deny Read O Deny Write
User Repository Local v
‘E] User Access Control Deny Access Control Warnin
€ List List afng
— Read O Deny Read O
v — 2
s L) ' user01 Write Deny Write

Add Remove

v More Options

Refresh Submit Close

Data-at-Rest Encryption for NFS
Physical storage namely

nfs01

is configured to be secured by Bloombase StoreSafe using encryption.

© 2021 Bloombase, Inc.

Last Update
Datetime

2021-07-22 04:33:45
-0700
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Modify Storage Configuration

Physical Storage

Permissions

Physical Storage Configuration

Name

Description

Physical Storage Type
Type

Host

Share Name

Read Size

Write Size
Synchronous

Mount Hard

Options

Virtual Storage
Owner

Last Update Datetime

Virtual storage namely

of type

nfs01

Remote v

Network File System (NFS) v
storage01

nfsO1

65536 bytes

65536 bytes

vers=4.1

nfs01
admin

2021-07-23 04:47:41 -0700

Submit Delete

nfs01

File

is created to virtualize physical storage

nfs01

Close

for application transparent encryption protection over network file protocols including NFS.

© 2021 Bloombase, Inc.
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Modify Virtual Storage

Virtual Storage Protection Access Control Permissions

Modify Virtual Storage

Name nfs01

Status

Description

Vs

Active

Mode File

Protocol NFS

Owner admin

Last Update Datetime  2021-07-22 09:55:37 -0700

Settings

Offline Setting Disabled W

Physical Storage

Storage nfs01 p ‘(3@

Description

Physical Storage Type Remote

Type nfs

Host storage01

Share nfs01

Submit Delete Status Close
Protection type is specified as
Privacy

and secure the Microsoft Storage Server storage backend using
AES 256-bit
encryption and encryption key
keycontrol-key01l

managed at Entrust KeyControl.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type Privacy v

Encryption Keys

g] Key Name Last Update Datetime
2 (] keycontrol-key01 2021-07-22 04:33:45 -0700
Add Remove
Header

Protected

Cryptographic Cipher
Cipher Algonthm AES v
Bit Length 256 v

CTR Mode

Submit Close

NFS storage protocol relies mainly on UID/GID and networking for access control. In this test, the Bloombase StoreSafe secure
storage resource

nfs01

is provisioned for client IP

192.168.12.242
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions

User Access Control

Everybody (OJRead [Jwrite

NFS File System Object Attributes

Native File Permission
Root Squash O
Weak Cache Consistency [J

Default User Identifier
Default Group Identifier

Default Mode

Host Access Control

e Last Update
EI Host Control  Security Warning p
List Datetime
— v 2021-07-23
1 [J 192.168.12.242 .Re'f’d sys Vv 12:17:54
Write -0700

Add Remove

Subnet Access Control

'EI Subnet Access Control List Security Warning Last Update Datetime

Add Remove

v More Options

Refresh Submit Close

Data-at-Rest Encryption for iSCSI

Physical storage namely

iscsiOl
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is configured to be secured by Bloombase StoreSafe using encryption.

Modify Storage Configuration

Physical Storage

Permissions

Physical Storage Configuration

Name

Description

Physical Storage Type
Block I/0

Multipath

Device ID [max 8 chars]
Options

Device

Virtual Storage
Owner

Last Update Datetime

iscsi0l

Device v

60003ff44dc75adc915e979aaaf58040 /O *ﬁg

iqn.2012-07.com.bloombase:iscsi01
admin

2021-07-23 11:53:49 -0700

Submit Delete

Close

Virtual storage namely

of type

is created to virtualize physical storage

for application transparent encryption protection over network file protocols including iSCSI.

ign.2012-07.com.bloombase:iscsiOl

iSCSI

iscsiOl

© 2021 Bloombase, Inc.
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Modify Virtual Storage

Virtual Storage Protection Access Control iSCSI Permissions

Modify Virtual Storage

Name

Status

Description

Active
Mode

Tape Library
ATS

Cluster
Vendor
Model
Revision

Owner

ign.2012-07.com.bloombase:iscsi01

admin

Last Update Datetime 2021-07-23 11:54:59 -0700

Physical Storage

£

T (7]

Storage Description Device
| iscsi01 60003ff44dc75adc919e57%aaaf58040

Add Remove

Submit Delete Status Close

Protection type is specified as

Privacy

and secure the Microsoft Storage Server storage backend using

AES XTS 256-bit

encryption and encryption key

keycontrol-key01l

managed at Entrust KeyControl.

© 2021 Bloombase, Inc.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control iISCSI Permissions
Virtual Storage Protection
Protection Type Privacy V¥
Encryption Keys
»ﬂ Key Name Last Update Datetime

2 () keycontrol-key01

Cryptographic Cipher
Cipher Algorithm LAES XTS v

Bit Length 256 v

2021-07-23 11:54:59 -0700

Remove

Submit Close

© 2021 Bloombase, Inc.

iSCSI storage protocol relies mainly on CHAP, IQN, and networking for access control. In this test, the Bloombase StoreSafe

secure storage resource

ign.2012-07.com.bloombase:iscsiOl

is provisioned for initiator

ign.1991-05.com.microsoft:windowsll
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Modify Virtual Storage Access Control
Virtual Storage Protection Access Control iISCSI Permissions
Allowed Portal
E] Portal IP

Add Remove

Incoming Users
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Use Cases

Data-at-Rest Encryption for SMB

SMB shares are an example from the many protocols Bloombase StoreSafe supports for encryption. A share from a Windows
Server 2022 system that is accessible by domain users is created to act as backend storage. Bloombase StoreSafe creates a
virtual encrypted share on its own hostname path that is accessed from a client software system.
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Windows 11 clients can use the included network share on file manager to access the SMB share. Data owners can alternatively
use the Net Use command to specify additional mounting options.
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Bl Administrator: CAWINDOWS\system32icmd exe = a X

Network

On the demo virtual encrypted SMB share, a sample plaintext file is created by the client and saved. The file is transparently
encrypted by the Bloombase StoreSafe encryption engine and stored on the Windows Server 2022 backend share.

=

O BaCBa®

110
>

L]
o

If the application data is attempted to be accessed directly on the backend without going through the Bloombase StoreSafe
encryption engine, only ciphertext can be read as expected.
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Data-at-Rest Encryption for NFS

NFS shares are an example from the many protocols Bloombase StoreSafe supports for encryption. A share from a Windows
Server 2022 system that is accessible by configure clients is created to act as backend storage. Bloombase StoreSafe creates a
virtual encrypted share on its own hostname path that is accessed from a client software system.
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% Map Metwork Drive

What network folder would you like to map?
Specify the drive letter for the connection and the folder that you want to connect to:

Drive: ik

Folder: Wibloombased1nf=01
Example: \\serverishare
B Reconnect at sign-in

[ Connect using different credentials

Connect to a Web site that vou can use to store vour documents and pictures,

Einish Cancel

Windows 11 clients can use the included map network drive option to add the NFS share with a drive letter. Data owners can
alternatively use the mount command to specify additional mounting options.
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E¥ Command Prompt — O X

Properties

Iser@ls>g

On the demo virtual encrypted NFS share, a sample plaintext file is created by the client and saved. The file is transparently
encrypted by the Bloombase StoreSafe encryption engine and stored on the Windows Server 2022 backend share.
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If the application data is attempted to be accessed directly on the backend without going through the Bloombase StoreSafe
encryption engine, only ciphertext can be read as expected.
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Data-at-Rest Encryption for iSCSI

iSCSI targets are an example from the many protocols Bloombase StoreSafe supports for encryption. A target from a Windows
Server 2022 system that is accessible by configure clients is created to act as backend storage. Bloombase StoreSafe creates a
virtual encrypted share on its own hostname path that is accessed from a client software system.
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iSCSI Initiator Properties X ‘
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Windows 11 clients can attach the virtual encrypted share with the default iSCSI initiator tool. Add the hostname and port to the
discover tab, then connect to the Bloombase StoreSafe target. To access the iSCSI disk, make sure the client IQN is be added the
Bloombase StoreSafe configuration. The disk will be mounted to the system and it can be formatted with a filesystem.
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On the demo virtual encrypted iSCSI target, a sample plaintext file is created by the client and saved. The file is transparently
encrypted by the Bloombase StoreSafe encryption engine and stored on the Windows Server 2022 backend target.
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If the application data is attempted to be accessed directly on the backend without going through the Bloombase StoreSafe
encryption engine, only ciphertext can be read as expected.
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Conclusion

In this integration guide, we have shown how to set up Bloombase StoreSafe Intelligent Storage Firewall with Entrust KeyControl
to deliver on-the-fly encryption of multiple storage protocols including SMB, NFS and iSCSI. The end result is a high-bandwidth,
application-transparent storage encryption solution with centralized key management that locks down sensitive crown-jewel
data on disks and helps mitigate information exfiltration threats for mission-critical systems and data services.

As a summary,
@® Entrust KeyControl
has been integrated with Bloombase StoreSafe Intelligent Storage Firewall to deliver encryption security of Microsoft Storage

Server on Microsoft Windows Server 2022 over SMB/CIFS, NFS and iSCSI network storage protocols for software applications
running on Microsoft Windows Server 2022 and Windows 11.

Bloombase Product Application Components Key Manager
Bloombase StoreSafe e Microsoft Storage Server e Entrust KeyControl 5.4
Intelligent Storage Firewall (b540001603)

e Microsoft Windows Server 2022

e Microsoft Windows 11



Bloombase Interoperability Program P54 © 2021 Bloombase, Inc.




Bloombase Interoperability Program P55 © 2021 Bloombase, Inc.

Disclaimer

The integration procedures described in this paper were conducted in the Bloombase InteropLab. Bloombase has not tested this
configuration with all the combinations of hardware and software options available. There may be significant difference in your
configuration that will change the procedures necessary to accomplish the objectives outlined in this paper. If you find that any
of these procedures do not work in your environment, please contact us immediately.
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