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Entrust and SwissSign Deliver Secure
Document Sighing and Sealing Workflows

Integrated solution provides a document signing platform with
multiple signature types for a large number of use cases
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e Seal and timestamp all documents to
ensure their integrity and non-repudiation

The problem A

Digitization of documents, agreements, and &

other paper-based processes raises new trust,

admissibility, and integrity issues.

With the explosion of remote work and

digitization, the requirements for a solution ENTRUST

to replace paper-based signatures has grown e & sersice”

in complexity. Organizations of all sizes and

industries need help finding out which type of

signature is required for which use case, and The combined solution is a hybrid deployment:
how to properly manage signing processes. SwissSign’s signing platform is installed on-premises

and connected to the cloud signing services from
Entrust to deliver different signature types.

Learn more about SwissSign and Entrust joint solutions at entrust.com


https://www.entrust.com/digital-security/certificate-solutions/products/digital-signing/digital-signing-as-a-service/partners-and-integrations/sysmosoft-lets-sign

Entrust and SwissSign Integrated Solution

The challenge

Deploying a solution that not only covers
all electronic signing needs, but also checks
the legal, compliance, and security boxes.

The best approach to electronic signatures is
to look for a solution that can cover multiple
use cases via multiple types of signatures,
sealing options, and manual/automated
scenarios. Organizations may think there’s
no urgent need for strong employee
signatures or document integrity today, but
tomorrow, they may face new state, federal,
or industry regulations recommending or
enforcing digital signatures.

While 100% cloud solutions are becoming
a default choice for many organizations
due to their significant benefits, they may
not be the best option for scenarios where
sensitive data is involved. Keeping control
of signing processes and where customer
agreements are being uploaded for signing
is certainly a priority for many companies,
especially in healthcare and banking. And
it’s also important for organizations wary
of regulations on personally identifiable
information (PIl) such as GDPR in the
European Union.

The solution

An on-premises deployment for maximum
data visibility and control integrated

with cloud-based digital certificates for
maximum efficiency and convenience.

With the joint Entrust and SwissSign
solution for electronic signing, document
and signature management is handled

by SwissSign’s Let’s Sign platform, and
certificate-based signing services to
enable digital signatures for employees are
provided by Entrust Digital Signing as a
Service.

SwissSign’s solution is deployed on-premises
and includes a direct integration with
Entrust Digital Signing as a Service that can
be activated depending on the required
signing scenario.

A signing solution built with
security and compliance in mind

SwissSign’s Let’s Sign natively offers
electronic signature workflows and easily
integrates with Entrust Digital Signing as a
Service to provide stronger signatures and
seals whenever needed. This combination
allows for the broadest coverage of
document signing and integrity scenarios
such as agreements, approvals, quotes,
invoices, tax documents, HR documents,
application forms, etc.

SwissSign specializes in signing workflows
for the banking sector, so it’s no surprise to
see how flexible and secure the service is.
Key capabilities include:

e Multiple strong authentication options,
including single sign-on (SSO)

* Segregation of data in alignment
with GDPR

* Native OIDC support

* Signing rooms with different signing
options ranging from basic to qualified
signatures and seals

» Secure audit trail for a strong body of
evidence, user history, and verification
APIs for signature integrity

e Custom branding

Let’s Sign has everything to provide a
smooth, transparent, and secure experience
for both employees and customers.

Learn more about SwissSign and Entrust joint solutions at entrust.com


https://www.entrust.com/digital-security/certificate-solutions/products/digital-signing/digital-signing-as-a-service/partners-and-integrations/sysmosoft-lets-sign

Entrust and SwissSign Integrated Solution

Why use Entrust Digital Signing as a

Service with SwissSign Let’s Sign?

Digital signatures can be complex to set
up. The digital certificates required to
generate digital signatures and seals must
be stored in secure hardware, and must be
issued by a trusted provider.

At Entrust, we live and breathe digital
certificates. We’ve been issuing publicly
trusted certificates for over 20 years

and are experts in digital certificate
management and security. We are a
European Qualified Trust Service Provider
(QTSP) in the Spanish Trusted List, and a
member of the Adobe Approved Trust List
(AATL). All our certificates are trusted by
Adobe Acrobat software and our qualified
certificates are recognised by EU member
states (EUTL).

We designed our signing services using
our own technology:

* Entrust Identity as a Service for
authentication

e Entrust nShield HSMs for key
protection and signing

e Entrust Certificate Services for
identity verification and certificate
issuance

Our expertise and portfolio of solutions
for digital signing make us unique in the
market.

Our native integration with SwissSign’s
Let’s Sign ensures a smooth, hardware-less
experience for secure and trusted digital
signatures and seals.

About SwissSign

SwissSign was formed in Switzerland with
the objective of becoming a leader in
signing portals for the financial industry, a
sector known for its stringent policies and
rigid processes.

SwissSign’s Let’s Sign aims to increase
the efficiency, compliance, and security of
standard processes such as:

» Contracts, proposals, and other
agreement signatures

* Investment proposals compliant with
the European Financial Services Act
(MiFID II/LSFin)

* Customer onboarding

* Any type of document requiring
advanced or qualified electronic
signatures as defined by the elDAS
regulation in the European Union

About Entrust Digital
Signing Solutions

Entrust Digital Signing Solutions keep
the world moving safely by helping

to establish high assurance, verifiable
signatures and company seals for digital
documents across public and private
environments.

With over 25 years of leadership in the
world of PKI and more than 20 years of
digital signing expertise, it’'s no wonder the
world’s most entrusted organizations trust
us for their digital signing needs.

Learn more about SwissSign and Entrust joint solutions at entrust.com


https://www.entrust.com/digital-security/certificate-solutions/products/digital-signing/digital-signing-as-a-service/partners-and-integrations/sysmosoft-lets-sign

For more information

International Phone:
+1 952 933 1223

+44 (0) 118 953 300
sales@entrust.com
entrust.com

ABOUT ENTRUST CORPORATION

Entrust keeps the world moving safely by enabling trusted
experiences for identities, payments, and digital infrastructure.
We offer an unmatched breadth of digital security, payment,
and identity solutions that are critical to enabling trust for multi-
cloud deployments, mobile identities, hybrid work, machine
identity, electronic signatures, encryption and more. With

more than 2,800 colleagues, a network of global partners, and
customers in over 150 countries, it’'s no wonder the world’s most
entrusted organizations trust us.
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