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Entrust KeyControl Cryptographic
Command Line Interface (Crypto CLI)

Devops-friendly command line tool for cryptographic
operations for use with KeyControl Vault deployments

The Entrust KeyControl Cryptographic CLI
is a specialized command-line tool designed
for executing cryptographic operations using
the KeyControl key management solution.
This tool streamlines various cryptographic
tasks, enabling users to efficiently manage
cryptographic keys, encrypt and sign data,
as well as hash data. The Cryptographic CLI
supports a broad spectrum of cryptographic
algorithms, making it a versatile choice for
various security applications.

HIGHLIGHTS

e Versatility in Cryptographic Operations
Beyond basic key management, the
Cryptographic CLI can handle a wide
range of cryptographic tasks, adapting
to the diverse needs of different
security environments.

e User-Friendly Command-Line Interface
The command-line interface of
the Cryptographic CLI is particularly
beneficial for administrators who
prefer or require a command-line
approach for managing cryptographic
operations. This can be due to
the need for automation, scripting
capabilities, or simply a preference
for a command-line environment.

KEY FEATURES & BENEFITS

 Integration with KeyControl
As a component of the KeyControl
solution, the Cryptographic CLI
is tailored to work seamlessly within
this environment, leveraging its
security and cryptographic features.

Platform-Agnostic Design

The Cryptographic CLI is versatile
and can operate seamlessly across
various operating systems, including
Windows, Linux, and macOS.

» Support for Multiple
Cryptographic Algorithms
The Cryptographic CLI handle
a wide array of cryptographic
algorithms, catering to diverse
security requirements or use cases.

User and Access Policy Management
It allows for the administration of user
access and security policies, ensuring
that only authorized personnel can
access certain cryptographic functions
or keys.
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EXAMPLES OF CRYPTOGRAPHIC CLI COMMANDS
Creation of an AES 256 key Symmetric encryption of data using AES GCM

$ ./cryptocli create-key -c - $ ./cryptocli encrypt -k
» oy« )

Rotation of a key Tokenization of a credit card number

$ ./cryptocli tokenize -n

{

$ ./cryptocli rotate-key -k
{

Export of a key Signature of data using RSA 2048 and SHA 256

$ ./cryptocli export-key -k $ ./cryptocli sign -k
-p -m R 56 -d
{ {
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Technical Specifications
Supported symmetric algorithms:

* DES, DES3/TDEA

« AESI128, AEST92, AES256

* SEEDI28

« ARIAT28, ARIAT92, ARIA256

Supported asymmetric algorithms:

* RSA1024, RSA2048, RSA3072, RSA4096
* Secp256k

e Nistp256r1, Nistp348r1, Nistp521rl
Supported signing algorithms:

* RSA, RSASSA-PKCST-vI_5, RSASSA-PSS
« ECDSA

Workloads:

The Cryptographic CLI is installed on
workloads for secure connection to
KeyControl vaults, utilizing KeyControl's
REST API over HTTPS to ensure encrypted
and secure communication.

Load balancer:
* Standard off-the-shelf component
within the customer’s environment
* HTTPS traffic directed to a set
of Entrust KeyControl vaults

nShield Client Servers:

« Each KeyControl Vault exposes
the RESTful cryptographic API

* Each KeyControl Vault can use
a cluster on nShield HSMs

Supported tokenization methods:
* Format Preserving Encryption

* Partial tokenization

* Dynamic data masking
Supported hashing algorithms:

* HMAC MD5

* HMAC SHAT, HMAC SHA224, HMAC
SHA256, HMAC

* SHAZ84, HMAC SHAS512
* HMACI28, HMAC192, HMAC256

*+ AES-CMACI128, AES-CMAC192,
AES-CMAC256

Supported wrapping algorithms:

* RSA_OAEP_SHAL RSA_OAEP_SHA256,
RSA_OAEP_SHA384,
‘RSA_OAEP_SHAS512
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Entrust KeyControl Platform

Entrust KeyControl Cryptographic CLI is part of a suite of products designed to manage
key lifecycles at scale for encrypted workloads in virtualized environments across on-premises,
multi-cloud, and hybrid deployments.
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